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	Job Classification Information

	Job Title:
	Nonbank Cyber Examiner

	Salary Range:
	$45,864.00 - $51,450.40



Nonbank Division - Cyber Examiner (Entry Level)

About Us

The Mississippi Department of Banking and Consumer Finance (DBCF) regulates, supervises and safeguards financial institutions chartered and licensed in Mississippi. With a vision of excellence in financial supervision, DBCF conducts examinations of all state-chartered banks, thrifts, credit unions, independent trust companies, mortgage lenders, small loan companies, insurance premium finance companies, motor vehicle sales companies, pawn brokers, title pledge lenders, consumer loan brokers, check cashers (payday lenders), money transmitters, credit availability companies, and debt management service providers. DBCF's examinations ensure these industries are in compliance with Mississippi's laws designed to protect its citizens. DBCF also participates in programs to educate Mississippi's consumers on financial literacy and provides a consumer complaint resolution process.

DBCF is currently seeking a Cyber Examiner to join our Nonbank Division.

Why Work for DBCF?

The State of Mississippi offers a comprehensive benefits package to every employee, which is detailed on our Careers page. In addition to this benefits package, DBCF also offers:

· Competitive salaries with a defined career ladder that outlines potential benchmarks, promotions, and raises
· Annual paid training and certification opportunities. 
· Four-day work week
· Flexibility to reside anywhere in Mississippi
· Travel opportunities, including some out-of-state travel, with reimbursement of most meals, mileage, and lodging expenses.

DBCF offers a challenging work environment, a career development program, and the opportunity to promote the safety and soundness of nonbank financial institutions licensed in the state of Mississippi.

Job Description

The Nonbank Cyber Examiner plays a crucial role in assessing the information technology systems and practices of nonbank financial institutions such as mortgage companies and money service businesses to ensure compliance with regulatory requirements and industry standards. You will analyze the effectiveness of IT controls, evaluate cybersecurity measures, and provide recommendations to enhance the security and resilience of systems of nonbank licensees.

Key Duties and Responsibilities

· Conduct examinations of nonbank financial institutions' IT systems and practices.
· Evaluate the adequacy and effectiveness of IT governance, risk management, and internal controls.
· Assess cybersecurity policies, procedures, and controls to identify vulnerabilities and recommend improvements.
· Review IT infrastructure, including networks, servers, and databases, for compliance with regulatory requirements.
· Analyze data protection measures and ensure adherence to privacy laws and regulations.
· Prepare detailed reports documenting findings, observations, and recommendations for executive management, Boards of Directors, and other regulatory authorities.
· Collaborate with other examiners and stakeholders to share knowledge and best practices.
· Stay informed about emerging IT risks, cybersecurity threats, and regulatory developments affecting nonbank financial institutions.

Qualifications

· An Associate’s degree in Information Technology, Computer Science, or a related field is required; a Bachelor’s degree in Information Technology, Computer Science, or a related field, or three years of previous experience in information security, or the regulatory compliance sector preferred.
· Strong understanding of IT governance frameworks, risk management practices, and regulatory requirements (e.g., FFIEC, NIST Cybersecurity Framework).
· Excellent analytical skills and attention to detail.
· Effective written and verbal communication skills, with the ability to convey complex technical information clearly and concisely.
· Ability to work independently and collaboratively in a team environment.
· Proficiency in using IT auditing tools and software applications.


Working Conditions and Requirements

· All candidates must currently reside in or be willing to relocate to Jackson, MS metro area.
· All candidates must possess a valid driver’s license and reliable transportation as periodic overnight travel during the week is required.
· All candidates must undergo a criminal background and credit report check.
· An in-person interview is required to be considered for this position.
· This is a non-remote position.
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